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In roten und goldenen Wäldern

Active Directory Security heute

Robin Beismann

Nils Kaczenski

 

 

9ƛƴƭŜƛǘǳƴƎΥ bƛƭǎ όр aƛƴΦύ 
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Ellen Bogen hat Besuch

Ellen Bogen

DC, DNS, 

DHCP

DC, DNS, 

WINS

Exchange SQL Server SQL Server

Datei ERP Proxy

Terminal Terminal Backup Management Intranet Support

FirewallDatei, DruckDatei, Druck

?

Johannes Beere

Unsere 

Domäne ist 

gehackt.
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Robin BeismannNils Kaczenski
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Los gehtôs!
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Wie übernimmt man eine Domäne?
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²ƛŜ ǸōŜǊƴƛƳƳǘ Ƴŀƴ ŜƛƴŜ 5ƻƳŅƴŜΚ bƛƭǎ όр aƛƴΦύ 
 
Å DǊǳƴŘǇǊƻōƭŜƳΥ {ǘŀƴŘŀǊŘŀǳŦōŀǳ ǳƴŘ ǘȅǇƛǎŎƘŜ .ŜǘǊƛŜōǎǿŜƛǎŜƴ ƳŀŎƘŜƴ !ƴƎǊƛŦŦŜ Ȋǳ ƭŜƛŎƘǘ 
Å 9ƛƴōǊǳŎƘ ǸōŜǊ {ƛŎƘŜǊƘŜƛǘǎƭǸŎƪŜƴ ƻŘŜǊ {ƻŎƛŀƭ 9ƴƎƛƴŜŜǊƛƴƎ 
Å tǊƛǾƛƭŜƎŜ 9ǎŎŀƭŀǘƛƻƴ ǳƴŘ [ŀǘŜǊŀƭ aƻǾŜƳŜƴǘ 
Å DƻƭŘŜƴ ¢ƛŎƪŜǘ ŜǊƳǀƎƭƛŎƘǘ ŘŀǳŜǊƘŀŦǘŜƴ ½ǳƎǊƛŦŦ Ƴƛǘ ōŜƭƛŜōƛƎŜƴ tǊƛǾƛƭŜƎƛŜƴ 
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Ɏ anfassen

Golden Ticket in einer typischen Domäne

 

 

5ŜƳƻΥ ¢ȅǇƛǎŎƘŜ 5ƻƳŅƴŜΣ DƻƭŘŜƴ ¢ƛŎƪŜǘΥ wƻōƛƴ όмл aƛƴΦύ 
 
Å 5ƻƳŅƴŜ ǘȅǇƛǎŎƘΦȊȊ 
Å !ǳŦōŀǳ ȊŜƛƎŜƴ 

Å {ǘŀƴŘŀǊŘƎǊǳǇǇŜƴ 
Å IŜƭǇŘŜǎƪ Ґ 5ƻƳŅƴŜƴπ!ŘƳƛƴǎ 

Å aƛƳƛƪŀǘȊ π DƻƭŘŜƴ ¢ƛŎƪŜǘ όŀƳ /ƭƛŜƴǘύ 
Å ¦ǎŜǊ ƛǎǘ ƭƻƪŀƭŜǊ !ŘƳƛƴ 
Å DǊŜƛŦǘ /ǊŜŘŜƴǘƛŀƭǎ Ǿƻƴ IŜƭǇŘŜǎƪπ!ŎŎƻǳƴǘ ŀō 
Å 9ǊȊŜǳƎǘ Ƴƛǘ 5ƻƳπ!ŘƳƛƴπwŜŎƘǘŜƴ Ŝƛƴ DƻƭŘŜƴ ¢ƛŎƪŜǘ 
Å .ŜƭƛŜōƛƎŜ ½ǳƎǊƛŦŦŜ ƳǀƎƭƛŎƘ ŦǸǊ мл WŀƘǊŜ 
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tŀǎǎ ǘƘŜ IŀǎƘ ǳƴŘ DƻƭŘŜƴ ¢ƛŎƪŜǘΥ bƛƭǎ όр aƛƴΦύ 
 
YŜǊōŜǊƻǎπ!ōƭŀǳŦ 
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tŀǎǎ ǘƘŜ IŀǎƘ ǳƴŘ DƻƭŘŜƴ ¢ƛŎƪŜǘΥ bƛƭǎ όр aƛƴΦύ 
 
Å aƛǘ tŀǎǎ ǘƘŜ IŀǎƘ ǸōŜǊƴƛƳƳǘ Ƴŀƴ Ŝƛƴ YƻƴǘƻΣ ŀǳŎƘ ƻƘƴŜ Řŀǎ YŜƴƴǿƻǊǘ ƛƳ YƭŀǊǘŜȄǘ Ȋǳ ƪŜƴƴŜƴ 
Å DǊǳƴŘŀƴǎŀǘȊΥ /ǊŜŘŜƴǘƛŀƭǎ Ǿƻƴ ƘƻŎƘǇǊƛǾƛƭŜƎƛŜǊǘŜƴ YƻƴǘŜƴ ŀōƎǊŜƛŦŜƴ 

Å Χ ŘŀŘǳǊŎƘ ǊŜƛŎƘǘ Ŝƛƴ ŜƛƴȊƛƎŜǊ ϦŜŎƘǘŜǊϦ !ƴƎǊƛŦŦΣ ŘŜǊ wŜǎǘ ƎŜǎŎƘƛŜƘǘ ƛƴƴŜǊƘŀƭō ŘŜǎ bŜǘȊπ
ǿŜǊƪǎ 

Å tǊƛƴȊƛǇ tŀǎǎπǘƘŜπIŀǎƘ 
 
 
 

  


